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Introduction to Computers

Computers are electronic devices that process data according to instructions, transforming raw data

into meaningful information.

1.1 What is a Computer?

A computer is an electronic, programmable device that accepts data (input), processes it according to
a set of instructions (program), and produces results (output). The word ‘computer’ originally referred to
a person who performed calculations. Today it refers to an electronic machine capable of performing

high-speed arithmetic and logical operations.

A computer system consists of hardware (physical components) and software (programs and data).
Together, they enable computers to perform a vast range of tasks — from simple calculations to

complex simulations.

m Core Concept: IPO Cycle

A computer follows the IPO Cycle: Input —» Process - Output. This is the fundamental working

principle of every computer system.

1.2 Brief History of Computers
The evolution of computers is divided into five generations, each marked by a major technological

advancement:

Huge size, very slow, used machine

1st 1940-1956 Vacuum Tubes

language

2nd 1956-1963 Transistors Smaller, faster, used assembly
language

3rd 1964-1971 Integrated Circuits (ICs) Multi-purpose, used high-level
languages

4th 1971-Present Microprocessors Personal compu.ters, GUIs,
networking

5th Present—Future Al & Nanotechnology Voice recognition, robotics, deep

learning
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1.3 Characteristics of a Computer

Computers possess several remarkable characteristics that make them indispensable in modern life:

e Speed: Computers can perform millions of calculations per second. Processing speed is
measured in MHz (megahertz) or GHz (gigahertz).

e Accuracy: Computers produce highly accurate results. Errors occur only due to faulty data or
incorrect programming (GIGO — Garbage In, Garbage Out).

» Diligence: Unlike humans, computers can work for hours without fatigue, maintaining constant
speed and accuracy throughout.

e Versatility: A single computer can perform a wide variety of tasks — writing documents, playing
music, browsing the internet, and running complex simulations.

« Memory: Computers can store and retrieve vast amounts of data quickly using primary and
secondary storage devices.

e Automation: Once programmed, computers can perform tasks automatically without human
intervention.

e Communication: Modern computers can communicate with other computers over networks,
enabling global data sharing.

1.4 Limitations of Computers

¢ No Intelligence: Computers cannot think independently — they only execute instructions given by
humans.

¢ No Feelings: Computers lack emotions, intuition, and common sense.
e Dependent on Electricity: Computers require a continuous power supply to function.
e Virus & Security Threats: Computers are vulnerable to malware, hacking, and data breaches.

¢ Regular Maintenance: Both hardware and software need regular updates and maintenance.

m Key Takeaway

Despite limitations, computers have revolutionized every field — medicine, education, engineering,
entertainment, and more. They are the backbone of the digital world.
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Types of Computers

Computers come in many shapes, sizes, and capabilities. They are classified based on size, data
handling, and purpose.

2.1 Classification Based on Size

Supercomputers: The fastest and most powerful computers in the world. Used for weather
forecasting, nuclear research, and complex scientific simulations. Example: Frontier (USA), Fugaku
(Japan).

Mainframe Computers: Large, powerful computers used by big organizations for bulk data
processing. Banks and airlines use mainframes for millions of transactions daily.

Minicomputers: Mid-range computers, smaller than mainframes, used in medium-sized businesses.
Also called 'midrange computers'. Example: IBM AS/400.

Microcomputers: Personal computers designed for individual use. Examples include desktops,
laptops, tablets, and smartphones.

Workstations: High-performance desktop computers designed for technical applications like CAD, 3D
rendering, and video editing.

2.2 Classification Based on Data Handling

Analog Computer Continuous data (voltage, temperature) Thermometers, seismographs
Digital Computer Discrete data (0s and 1s) PCs, smartphones, servers
Hybrid Computer Both analog and digital data Hospital monitoring systems

2.3 Classification Based on Purpose

General Purpose Computers: Designed to perform a variety of tasks. Can run different software for
word processing, gaming, web browsing, etc. Most personal computers are general purpose.

Special Purpose Computers: Designed for a specific task. Examples include ATMs (banking), GPS
systems (havigation), traffic control systems, and weather satellites.

2.4 Modern Personal Computers
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« Desktop PC: Stationary, high performance, easy to upgrade. Ideal for home and office use.

e Laptop: Portable, battery-powered. Combines all components into a single unit.

e Tablet: Touch-screen device, lighter than a laptop. Ideal for reading and media consumption.
¢ Smartphone: Pocket-sized computer with phone capabilities. Runs mobile operating systems.
¢ Wearables: Smartwatches, fithess bands — miniature computers worn on the body.

e Server: Powerful computers that provide resources and services to other computers on a network.

m Did You Know?

The world's first electronic digital computer was ENIAC (Electronic Numerical Integrator and Computer),
built in 1945. It weighed 27 tons and occupied 1,800 square feet!

Knowledge is Power
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Computer Hardware

Hardware refers to all physical, tangible components of a computer system that can be seen and
touched.

3.1 Overview of Computer Hardware

Computer hardware can be categorized into four main types: Input Devices, Output Devices,
Processing Unit, and Storage Devices. All these components work together to form a complete,
functional computer system.

m Von Neumann Architecture

Remember the Von Neumann Architecture: Input - Memory —» CPU (ALU + CU) - Output. This model
is the basis for all modern computers.

3.2 Input Devices
Input devices allow users to enter data and instructions into the computer. The computer then
processes this data to produce useful results.

Keyboard Text & Commands Typing documents, commands
Mouse Point & Click Navigating GUI, selecting objects
Scanner Images & Documents Digitizing physical documents
Microphone Audio/Voice Voice commands, recording
Webcam Video & Images Video calls, surveillance
Joystick Movement Control Gaming, flight simulators
Touchscreen Touch Input Smartphones, ATMs, kiosks
Barcode Reader Barcode Data Supermarkets, libraries
Light Pen Graphic Input Drawing on screens

OCR Reader Printed Text Reading printed characters
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3.3 Output Devices
Output devices display or present the processed data from the computer to the user in a
human-readable form.
e Monitor (VDU): The primary visual output device. Types include CRT (old), LCD, LED, and OLED.
Resolution is measured in pixels (e.g., 1920x1080 Full HD).

e Printer: Produces hard copy output on paper. Types: Inkjet (home use), Laser (office), Dot Matrix
(receipts), 3D Printer (prototypes).

e Speaker/Headphone: Converts digital audio signals into sound waves.
« Projector: Displays computer output on a large screen. Used in presentations and classrooms.

* Plotter: Produces large-scale drawings and diagrams. Used in engineering and architecture.

3.4 The Central Processing Unit (CPU)
The CPU is the 'brain' of the computer. It performs all arithmetic, logical, and control operations. The
CPU consists of three main components:
e Arithmetic Logic Unit (ALU): Performs arithmetic operations (+, -, x, +) and logical operations
(AND, OR, NOT, comparisons).

e Control Unit (CU): Directs and coordinates all computer operations. Fetches instructions from
memory, decodes them, and controls their execution.

¢ Registers: Tiny, ultra-fast memory locations inside the CPU that temporarily hold data being
processed. Types include Accumulator, Program Counter, Memory Address Register.

m CPU Speed

CPU Speed is measured in GHz (Gigahertz). A 3.5 GHz CPU can perform 3.5 billion cycles per second!
Modern CPUs have multiple cores (Dual-core, Quad-core, Octa-core) to run tasks simultaneously.

3.5 Motherboard & Other Components

e Motherboard: The main circuit board that connects all hardware components. Contains slots for
CPU, RAM, GPU, and expansion cards.

e Power Supply Unit (PSU): Converts AC power from the wall outlet to DC power for computer
components.

e Graphics Processing Unit (GPU): Handles image rendering and display. Essential for gaming,
video editing, and Al workloads.

e Sound Card: Processes audio input/output signals.

Network Interface Card (NIC): Enables the computer to connect to a network.
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Computer Software

Software is a set of instructions that directs the hardware to perform specific tasks. Without software,

hardware is useless.

4.1 What is Software?

Software is the non-physical part of a computer — the programs, data, and instructions that tell the
hardware what to do. Software is broadly divided into System Software and Application Software.

4.2 System Software

System software manages and controls computer hardware, providing a platform for application
software to run. It acts as an intermediary between the user and the hardware.

e Operating System (OS): The most important system software. Manages hardware resources,
provides user interface, and runs application programs. Examples: Windows 11, macOS Ventura,
Ubuntu Linux, Android, iOS.

» Device Drivers: Special programs that allow the OS to communicate with hardware devices like
printers, keyboards, and graphics cards.

« Utility Software: Programs that perform maintenance tasks. Examples: Antivirus software, Disk
Cleanup, File Compression (WinZip), Backup tools.

e Language Translators: Convert programming code into machine language. Types: Compiler
(translates entire program), Interpreter (translates line by line), Assembler (for assembly language).

e Firmware: Permanent software programmed into ROM. Controls basic hardware functions.
Example: BIOS/UEFI in PCs.

4.3 Application Software

Application software is designed to help users perform specific tasks. It runs on top of the operating

system.
Word Processor MS Word, Google Docs, LibreOffice Writer Creating and editing text documents
Spreadsheet MS Excel, Google Sheets Data calculations and analysis
Presentation PowerPoint, Keynote, Prezi Creating slide presentations
Database MS Access, MySQL, Oracle Storing and managing data

A
SAM]| sigea -
UNIVERSITY Knowledge is Power



COMPUTER FUNDAMENTALS — COMPLETE NOTES

Web Browser
Graphic Design
Media Player
Antivirus

Email Client

Programming IDE

Chrome, Firefox, Edge, Safari
Adobe Photoshop, GIMP, Canva
VLC, Windows Media Player
Norton, Avast, McAfee
Outlook, Thunderbird, Gmalil

VS Code, PyCharm, Eclipse

4.4 Programming Languages

Programming languages are formal languages used to write software programs. They are categorized

by level of abstraction:

Accessing the internet
Creating and editing images
Playing audio and video files
Protecting against malware

Sending and receiving emails

Writing and debugging code

e Machine Language (1st Gen): The lowest-level language consisting of binary code (0s and 1s)
directly understood by the CPU. Machine-specific and very difficult to write.

« Assembly Language (2nd Gen): Uses mnemonics (symbols) instead of binary. Slightly easier
than machine language. Converted to machine language by an assembler.

e High-Level Languages (3rd Gen): Close to human language. Easy to read and write. Examples:
FORTRAN, COBOL, C, C++, Java, Python.

* 4th Generation Languages (4GL): Even closer to natural language. Used for database queries.
Example: SQL (Structured Query Language).

¢ 5th Generation Languages (5GL): Based on Al and natural language processing. Example:
Prolog, LISP (used in Al research).

® Did You Know?

Python is now the world's most popular programming language! Its simple syntax makes it ideal for
beginners while being powerful enough for Al, data science, and web development.
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Number Systems

Computers use different number systems to represent and process data. Understanding them is
fundamental to computer science.

5.1 Why Number Systems Matter

Computers operate using electrical signals that are either ON (1) or OFF (0). This binary nature means
all data — text, images, audio, video — is ultimately represented as combinations of Os and 1s.
Understanding number systems helps us understand how computers store and manipulate information.

5.2 The Four Main Number Systems

Binary 1010m = 10mm
Octal 8 0-7 12m = 10mm
Decimal 10 0-9 10mm = 10mm
Hexadecimal 16 0-9, A-F Amm =10mm

5.3 Binary Number System (Base-2)

The binary system uses only two digits: 0 and 1. Each digit is called a bit (binary digit). It is the native
language of all digital computers.

Binary uses positional notation with powers of 2:

m Conversion Example

Binary to Decimal Example: 1011m = (1x23) + (0x22) + (1x2%) + (1x2m)=8+0+2+1=11mm

e Bit: A single binary digit (0 or 1) — the smallest unit of data.
¢ Nibble: 4 bits (e.g., 1010)

e Byte: 8 bits — can represent 256 different values (0-255).
e Kilobyte (KB): 1,024 bytes

e Megabyte (MB): 1,024 KB

e Gigabyte (GB): 1,024 MB
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e Terabyte (TB): 1,024 GB

5.4 Decimal to Binary Conversion

To convert a decimal number to binary, repeatedly divide by 2 and record the remainders:

m Division Method

Convert 25mm to binary: 25 + 2 = 12 remainder 1 12 + 2 = 6 remainder 06 + 2 = 3remainder 03+ 2 =1
remainder 1 1 + 2 = 0 remainder 1 Read remainders bottom to top: 25mm =11001m

5.5 Hexadecimal System (Base-16)
Hexadecimal uses 16 symbols: 0-9 and A—F, where A=10, B=11, C=12, D=13, E=14, F=15. It is widely
used in programming because one hex digit represents exactly 4 binary bits.

0 0000 0
1 0001 1
2 0010 2
3 0011 5
4 0100 4
5 0101 5
6 0110 6
7 0111 7
8 1000 8
9 1001 9
10 1010 A
11 1011 B
12 1100 C
13 1101 D
14 1110 E
15 1111 F
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m Real-World Hex Use

Colors on computer screens are often represented in Hexadecimal. For example, #FF0000 is pure Red,
#00FFO0O is pure Green, and #0000FF is pure Blue. Each pair of hex digits represents R, G, and B
channels (0-255).
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Memory & Storage

Memory and storage are essential for a computer to function. They hold data at different stages of

processing.

6.1 Memory Hierarchy

Computer memory is organized in a hierarchy based on speed, cost, and capacity. Faster memory is
more expensive and has smaller capacity, while slower memory is cheaper and can store more data.

Level 1 CPU Registers Fastest Highest Smallest (bytes)
Level 2 Cache Memory Very Fast High KB to MB
Level 3 RAM (Main Memory) Fast Moderate GB

Level 4 Secondary Storage Slow Low GBto TB
Level 5 Tertiary Storage Slowest Lowest TB to PB

6.2 Primary Memory (Main Memory)

Primary memory is directly accessible by the CPU and stores data currently being processed.

6.2.1 RAM — Random Access Memory
« RAM is the computer's working memory — it stores data and programs currently in use.

« RAM is volatile — all data is lost when the computer is turned off.

« More RAM means the computer can run more programs simultaneously and handle larger files.

DDR4 and DDR5 are modern RAM types used in today's computers.

e Types of RAM: SRAM (Static RAM — faster, used in cache) and DRAM (Dynamic RAM — used as
main memory).

6.2.2 ROM — Read Only Memory
¢ ROM is non-volatile — retains data even when power is off.

e Contains the BIOS/UEFI firmware that initializes hardware during startup.
¢ PROM (Programmable ROM): Can be written once.
EPROM (Erasable PROM): Can be erased with UV light and reprogrammed.

EEPROM (Electrically Erasable PROM): Erased electronically — used in flash drives.
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6.3 Cache Memory

Cache memory is an extremely fast, small memory located between the CPU and main RAM. It stores

frequently accessed data and instructions to speed up processing. L1 Cache is the fastest (inside CPU

core), L2 Cache is slightly slower (per core or shared), and L3 Cache is the largest (shared among all

cores).

6.4 Secondary Storage

Secondary storage is used for long-term data storage. It is non-volatile and can hold much larger

amounts of data than primary memory.

Storage Type Technology Typical Capacity

Long-term

Magnetic Platters Slow 500GB - 20TB
storage, backups
SSD NAND Flash Chips Very Fast 128GB - 8TB OS drives, fast
storage
NVMe SSD PCle Flash Extremely 250GB — 4TB High-performance
Fast computing
USB Flash Drive NAND Flash Moderate 4GB - 2TB Portable data
transfer
Memory Card NAND Flash Moderate 2GB - 1TB Cameras,
(SD) smartphones
Optical Disc . e
(DVD/Blu-ray) Laser Optical Slow 4.7GB — 100GB Media distribution
Magnetic Tape Magnetic Slowest TB-PB Archival backup
m SSD vs HDD

SSDs are up to 10x faster than HDDs because they have no moving parts. This means faster boot
times, faster file transfers, and better overall system performance.
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Operating Systems

The Operating System (OS) is the master control program of a computer, managing all hardware and
software resources.

7.1 What is an Operating System?

An Operating System (OS) is system software that acts as an interface between computer hardware
and the user. Without an OS, a computer cannot function. It manages hardware resources (CPU,
memory, storage) and provides services for application software.

7.2 Functions of an Operating System

¢ Process Management: Creates, schedules, and terminates processes. Manages CPU time
sharing among multiple processes using scheduling algorithms (FCFS, Round Robin, Priority
Scheduling).

¢ Memory Management: Allocates and deallocates RAM for programs. Manages virtual memory
using paging and segmentation techniques.

* File System Management: Organizes data into files and directories. Controls file access
permissions and handles file operations (create, read, write, delete).

¢ Device Management: Controls peripheral devices through device drivers. Manages /O operations
and device queues.

e Security & Access Control: Provides user authentication (login), access control, and protects
against unauthorized access.

e User Interface: Provides either a Command-Line Interface (CLI) or Graphical User Interface (GUI)
for users to interact with the computer.

e Error Handling: Detects and responds to hardware and software errors, preventing system
crashes.

Networking: Manages network connections, protocols, and data transmission.

7.3 Types of Operating Systems

Jobs collected in batches and processed without

Batch OS . .
user interaction

IBM OS/360

Multiple users share CPU time through rapid task

Time-Sharing OS switching

UNIX, Multics
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Real-Time OS Guarantees response within a strict time deadline VxWorks, FreeRTOS

Manages a network of computers as a single

Distributed OS Amoeba, LOCUS

system
Network OS Provides networking capabilities to computers Novell NetWare
Mobile OS Designed for smartphones and tablets Android, iOS
Embedded OS Built into hardware for specific purposes Raspberry Pi OS

7.4 Popular Operating Systems

Microsoft Windows
The most widely used desktop OS. Known for its user-friendly GUI. Versions include Windows XP, 7,
10, and 11. Used in homes, businesses, and schools worldwide.

macOS
Apple's OS for Mac computers. Known for its sleek design, stability, and security. Tightly integrated
with Apple hardware. Popular among creative professionals.

Linux
Open-source OS based on UNIX. Highly customizable and free. Popular in servers, supercomputers,
and developer environments. Distributions include Ubuntu, Fedora, Debian, and CentOS.

Android & iOS
Mobile operating systems. Android (by Google, based on Linux) powers ~72% of smartphones. iOS (by
Apple) is exclusive to iPhones and iPads and is known for its security and smooth performance.

® Linux Dominance

Linux powers over 96% of the world's top 500 supercomputers! It also runs most of the internet's web
servers. Android, based on Linux, powers billions of smartphones worldwide.
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Computer Networks

A computer network is a collection of interconnected computers that share resources and information.

8.1 What is a Computer Network?

A computer network is a system of interconnected computing devices that can exchange data and
share resources. Networks enable communication, file sharing, resource sharing (printers, internet),
and centralized management.

8.2 Types of Networks by Geographic Area

Networ
k Type e

Bluetooth between phone &
Personal Area Network ~10 meters P

earbuds
. Offi twork, school t
LAN Local Area Network Building/Campus 1ce networ I:t(): 0ot computer
MAN Metropolitan Area Network City/Town City cable TV network
WAN Wide Area Network Country/World Internet, corporate VPN
CAN Campus Area Network University campus University network
SAN Storage Area Network Data center High-speed storage network

8.3 Network Topologies
Network topology refers to the physical or logical arrangement of devices in a network:
e Bus Topology: All devices connected to a single central cable (bus). Simple and cheap but a
single point of failure affects the entire network.

e Star Topology: All devices connected to a central hub or switch. Most common in LANs. Easy to
manage but hub failure disconnects all devices.

¢ Ring Topology: Devices connected in a circular loop. Data travels in one direction. Failure of one
device can disrupt the entire ring.

* Mesh Topology: Every device connected to every other device. Highest reliability but expensive.
Used in WANS and critical systems.

e Tree Topology: Hierarchical structure combining bus and star. Used in large networks.

Knowledge is Power
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e Hybrid Topology: Combination of two or more topologies.

8.4 Network Devices

Hub Connects devices in a LAN; broadcasts to all ports Physical (Layer 1)
Switch Connects devices; forwards data to specific device Data Link (Layer 2)
Router Connects different networks; routes data packets Network (Layer 3)
Bridge Connects two network segments Data Link (Layer 2)
Gateway Connects networks with different protocols All Layers
Modem Converts digital/analog signals for internet access Physical (Layer 1)
Firewall Filters network traffic for security Multiple Layers
Access Point Extends wireless network coverage Data Link (Layer 2)

8.5 Internet & Protocols

The Internet is a global network of networks connecting billions of devices worldwide. It uses the
TCP/IP protocol suite as its foundation.

e TCP/IP (Transmission Control Protocol/Internet Protocol): The foundational protocol of the internet.
Governs how data is sent, received, and routed.

e HTTP/HTTPS (HyperText Transfer Protocol): Used for web browsing. HTTPS adds encryption
(SSL/TLS) for security.

e FTP (File Transfer Protocol): Used for transferring files between computers over a network.
e SMTP/POP3/IMAP: Email protocols. SMTP sends emails; POP3 and IMAP receive emails.

¢ DNS (Domain Name System): Translates domain names (google.com) into IP addresses
(142.250.80.46).

e DHCP (Dynamic Host Configuration Protocol): Automatically assigns IP addresses to devices on a
network.

® Did You Know?

The Internet was originally called ARPANET, developed by the US Department of Defense in 1969. It
connected just 4 computers. Today, the Internet connects over 5 billion users!
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Data & Information

Data is raw facts and figures. Information is processed, meaningful data. Understanding both is key to
computing.

9.1 Data vs Information

These two terms are often confused but have distinct meanings in computer science:

Definition Raw, unprocessed facts and figures Processed, meaningful data
Form Unorganized, random Organized, structured
Usefulness Not directly useful Useful for decision-making
Example 72, 68, 85, 91 (temperature readings) Average temperature this week: 79°F
Processing Input to processing Output of processing

9.2 Types of Data

¢ Numeric Data: Numbers used for calculations. Types: Integer (whole numbers), Float (decimal
numbers). Example: Age = 25, Price = 19.99

e Text/String Data: Sequences of characters (letters, digits, symbols). Example: Name = 'Alice’,
Email = 'alice@email.com’

e Boolean Data: True or False values. Used in decision-making and control flow. Example:
isLoggedin = True

* Date/Time Data: Represents dates, times, and durations. Example: 2024-01-15, 14:30:00
e Binary Data: Raw binary files. Images, audio, video, and executables are stored as binary data.

e Alphanumeric Data: Combination of letters and numbers. Example: License plate 'ABC 1234’

9.3 Database Management Systems (DBMS)

A Database is an organized collection of related data. A DBMS is software used to create, manage,
and manipulate databases.

Types of Databases

* Relational Database (RDBMS): Data stored in tables with rows and columns. Uses SQL for
queries. Examples: MySQL, PostgreSQL, Oracle, MS SQL Server.
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* NoSQL Database: Designed for unstructured or semi-structured data. Types include Document
(MongoDB), Key-Value (Redis), Column (Cassandra), Graph (Neo4j).

e Hierarchical Database: Data organized in a tree-like structure. Used in mainframes.

¢ Cloud Database: Hosted on cloud platforms. Examples: Amazon RDS, Google Cloud SQL, Azure
SQL.

SQL — Structured Query Language
« DDL (Data Definition Language): CREATE, ALTER, DROP — defines database structure.

e DML (Data Manipulation Language): SELECT, INSERT, UPDATE, DELETE — manipulates
data.

e DCL (Data Control Language): GRANT, REVOKE — controls access permissions.
e TCL (Transaction Control Language): COMMIT, ROLLBACK — manages transactions.

9.4 Data Security & Privacy
Data security protects digital information from unauthorized access, corruption, or theft. Key security
concepts include:

Malicious software (viruses, trojans,

Malware Antivirus, firewalls, safe browsing
ransomware)
- Fraudulent emails/websites stealin . i
Phishing . 9 Awareness training, email filters
credentials
Hacking Unauthorized access to systems Strong passwords, 2FA, encryption
Data Breach Unauthorized exposure of sensitive data Encryption, access controls
DDoS Attack Overwhelming server with traffic Traffic filtering, CDN
SQL Injection Injecting malicious SQL into forms Input validation, parameterized queries

m Encryption

Encryption converts data into an unreadable format using a key. SSL/TLS encryption protects data in
transit (web browsing). AES encryption protects data at rest (files, databases).
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Emerging Technologies

Computing is evolving rapidly. New technologies are reshaping industries, society, and dalily life.

10.1 Artificial Intelligence (Al)
Artificial Intelligence refers to computer systems that perform tasks that typically require human
intelligence — reasoning, learning, problem-solving, understanding language, and perceiving the

environment.

e Machine Learning (ML): Systems that learn from data without being explicitly programmed.
Algorithms improve through experience. Used in spam filters, recommendation systems, fraud
detection.

« Deep Learning: A subset of ML using neural networks with many layers. Powers image
recognition, speech recognition, and natural language processing.

e Natural Language Processing (NLP): Enables computers to understand and generate human
language. Powers chatbots, virtual assistants (Siri, Alexa), and translation services.

« Computer Vision: Enables computers to interpret visual information. Used in facial recognition,
self-driving cars, and medical imaging.

* Robotics: Al-powered robots perform physical tasks in manufacturing, surgery, and exploration.

10.2 Cloud Computing

Cloud computing delivers computing services (servers, storage, databases, software) over the internet
on a pay-as-you-go basis. Instead of owning physical hardware, users rent resources from cloud

providers.
Service .
Full Name What's Provided Example
Model
. Virtual servers, storage,
laaS Infrastructure as a Service . g AWS EC2, Azure VM
networking
. Google App Engine,
PaaS Platform as a Service Development platform, databases g'e AP ENY
Heroku
. L Gmail, Microsoft 365,
SaaS Software as a Service Ready-to-use applications
Salesforce
. . . AWS Lambda, Azure
FaaS Function as a Service Serverless code execution

Functions
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10.3 Internet of Things (IoT)
The Internet of Things (IoT) refers to the network of physical devices embedded with sensors,
software, and connectivity that enables them to collect and exchange data over the internet.
¢ Smart Home: Smart thermostats (Nest), smart lights (Philips Hue), smart locks, smart speakers
(Echo, Google Home).

e Wearables: Smartwatches (Apple Watch, Fitbit) tracking health metrics like heart rate, steps, and
sleep.

* Smart Cities: loT-enabled traffic lights, waste management, smart street lighting, and
environmental monitoring.

e Industrial 10T: Sensors in factories for predictive maintenance, quality control, and supply chain
optimization.

e Healthcare loT: Remote patient monitoring devices, smart insulin pumps, connected medical
equipment.

e Agriculture IoT: Smart irrigation systems, crop monitoring sensors, livestock tracking.

10.4 Cybersecurity

As digital technology grows, so do cyber threats. Cybersecurity is the practice of protecting systems,
networks, and programs from digital attacks.

* Network Security: Protecting network infrastructure using firewalls, intrusion detection systems
(IDS), and VPNSs.

e Application Security: Securing software applications from vulnerabilities. Includes code review,
penetration testing, and secure coding practices.

e Cryptography: Using encryption algorithms to protect data confidentiality and integrity.

» Ethical Hacking: Authorized testing of systems to identify and fix vulnerabilities before malicious
hackers exploit them.

e Zero Trust Security: 'Never trust, always verify' — no user or device is trusted by default, even
inside the network.

10.5 Blockchain & Quantum Computing

Blockchain is a distributed ledger technology where data is stored in blocks linked together
cryptographically. It is decentralized, transparent, and tamper-resistant. Powers cryptocurrencies
(Bitcoin, Ethereum) and has applications in supply chain, healthcare records, and voting systems.

Quantum Computing harnesses quantum mechanical phenomena (superposition, entanglement) to
perform computations exponentially faster than classical computers. While still emerging, quantum
computers could revolutionize cryptography, drug discovery, financial modeling, and materials science.
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® Quantum Computers

Quantum computers use ‘qubits’ instead of bits. A qubit can be 0, 1, or both simultaneously
(superposition). IBM, Google, and others are racing to build practical quantum computers. Google's
Willow chip achieved quantum supremacy in 2024.

10.6 Augmented Reality (AR) & Virtual Reality (VR)

« Virtual Reality (VR): Completely immerses the user in a digital environment using a headset.
Applications: gaming (Meta Quest), training simulations, virtual tourism, therapy.

* Augmented Reality (AR): Overlays digital information onto the real world. Applications:
Navigation apps, IKEA furniture preview, Snapchat filters, industrial maintenance.

* Mixed Reality (MR): Combines AR and VR, allowing digital objects to interact with the real world.
Microsoft HoloLens is a leading MR device.

m The Metaverse

The Metaverse — a shared, immersive virtual space — is the next frontier of the internet. Companies
like Meta (formerly Facebook), Microsoft, and Roblox are building metaverse platforms that combine
VR, AR, social interaction, and digital economies.
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QUICK REVISION SUMMARY

Computer

Hardware
Software
CPU

RAM
ROM

oS
Binary
Network
Internet
Database
Al

Cloud

loT

Cybersecurity
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An electronic device that accepts input, processes it, and produces
output.

Physical components: CPU, RAM, HDD, keyboard, monitor, etc.
Programs and data: OS, applications, utilities, programming languages.
Brain of the computer. Contains ALU (calculates) and CU (controls).
Volatile main memory; stores data currently in use.

Non-volatile memory; stores firmware (BIOS/UEFI).

Master control program managing hardware and software resources.
Base-2 number system using 0 and 1; native language of computers.
Interconnected computers sharing resources and data.

Global network of networks; uses TCP/IP protocol.

Organized collection of data; managed by DBMS using SQL.
Computer systems performing human-like intelligent tasks.

Delivering computing services over the internet on-demand.

Physical devices connected to the internet, collecting and sharing data.

Protecting systems and data from digital attacks and threats.

m Keep Learning, Keep Growing!
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Computers have transformed our world beyond imagination. From the first vacuum-tube

machines to Al-powered quantum computers, the journey of computing is a testament to
human ingenuity. Master these fundamentals and you hold the key to the digital future.
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